The paper presents a couple of findings of a study in wireless LAN security (WLAN) 
Introduction
The integration of computer systems into a comprehensive network is one of the key elements for companies and federal authorities' effective and flexible work. Wireless solutions are increasing the flexibility and mobility here. Wireless local area networks (WLANs) are an important technology in this area. The main focus of criticism, regarding the use of WLANs, is their lack of security [1] , [2] , [3] , [4] . For example, a Europe-wide study from Motorola Research shows that more than half of the observed 400 companies have insufficiently secured WLANs [5] . On the one hand there exist a lot of security measures, but on the other hand there is a great lack in the appropriate use of them. In this case potential attackers can easily gain access to mission critical data or crash security relevant applications.
After a first survey concerning the status quo in WLAN security in 2006 [6] , [7] we restarted the investigation in spring 2009. In this paper we summarize selected results of this explorative study in order to find answers to a plenty of questions like:
 How popular and known are security measures for WLANs?  Which security measures are used by companies and federal authorities, which are not and why?  Are there correlations between companies' characteristics and the use of security measures?
In the next section of the paper we show how the empirical study was prepared and conducted and we present our directory of WLAN security measures. In the third section we describe and discuss the results of the survey. Finally we summarize our results and close with an outlook for future research questions.
Methodology
Main objective of our survey is a state of the art report of WLAN security in German companies and federal authorities. To specify the above mentioned questions we formulated hypotheses dealing with the use of WLAN security measures, reasons for non-use and several other problems. These hypotheses were derived from various studies in WLAN security [1] , [2] , [3] , [4] , [5] , [8] , [9] , [10] , [11] , and combined with our results from the previous study [6] , [7] to serve as basis for the online questionnaire [12] .
The questionnaire is divided in three sections. The first part is devoted to the characteristics of the respondents. In the second part we are gathering information dealing with the respondents WLAN infrastructure. The third and main part contains the questions concerning the WLAN security measures. Basis of this part is a directory of categorized WLAN security measures [13] . We have compiled a set of 53 security measures which were classified into the following four main classes:
i. organizational measures before use ii.
organizational measures during operation iii.
hardware measures iv.
software measures The directory is a result of an analysis of several standard publications in the WLAN security field e.g.: information sheets concerning WLAN security of the German Federal Office for Information Security BSI [4] , [8] , [14] , the security specification of the IEEE standard family 802.11 [11] , the ISO/IEC 27000 standard family [15] , [16] and other publications [17] , [18] . Table 1 shows this compilation. approx. 100 security administrators of the federal administrations in Germany. In addition to that we published a call for participation in two German key journals for information security (DuD -circulation 2.300 and <kes> -circulation 8.800) and in several information security or IT focused internet portals (e.g. http:// www.heise.de/security, http://www.securitymanager. de, http://www.sicher-im-netz.de).
Results
210 enterprises and federal authorities took part in the survey. 115 of the 210 participants are using WLAN infrastructures, 12 more are planning the use. So we have 127 participants, 80 of them answered the questionnaire part, dealing with the security measures, completely and they are becoming the universe of research (n c =80) for the upcoming analysis. The structure of the survey participants is as follows (The participants had the choice to state ‚no entry' for each question, that's why the sum of the individual values is sometimes not 100%):
i [2] , [3] , [4] , [18] . Often the focus is on the IEEE 802.11 standard family. A lot of organizational and technical aspects are too short or mentioned as a side issue. This is the reason for our assumption that most of the participants have a lack of knowledge concerning the majority of WLAN security measures and therefore do not make use of it. We expected also that another main reason for the non-use is the high effort of implementation and use and minor effects.
The results of our investigation showed that the participants knew only 55.4% of 53 measures mentioned in the questionnaire. 44.6% of the measures are unknown. Thus, lack of knowledge is the main reason for non-use.
We could observe the greatest lack of knowledge especially in the software-and hardware measures classes (see Figure 1) . Furthermore we can see that the participants did not use all the measures they knew. Quit obvious is the difference between known and used security measures also in the above mentioned classes. So we must identify other reasons, beside the lack of knowledge, which are responsible for the non-use of specific measures. The analysis of the explained reasons of the participants has emphasized the second part of our hypothesis. 27.4% of participants questioned said that the high effort of implementation and use is the reason for non-use, 19.2% mentioned the minor effects. 43.1% are already planning the use of security measure, so we might see a significant increase in the use of security measures in the near future.
We have also analyzed the reasons for non-use for specific security measures and found that for hardware-technical measures the high effort of implementation and use is the main reason.
Correlations between company-specific characteristics and WLAN security measures

Hypothesis 3:
Information and communication technology (ICT) companies using more security measures compared to other branches and federal authorities! ICT companies have a lot of experience and knowledge in the field of computer based communication and information management. That's why we assume a greater sensibility for security questions and therefore a more frequent use of security measures than in other branches.
But our analysis showed that federal authorities (47.4%) and industrial enterprises (45.6%) use more of the 53 in the questionnaire mentioned security measures than ICT companies (44.5%). The same conclusion can be drawn from figure 3, which shows the frequency of use, classified in the above described classes. In none of the classes ICT companies reached the highest frequency of use. The institutionalization of IT security management acts as an enabler for the coordinated planning, implementation and monitoring of security of IT infrastructure as a whole. Main objective is to guarantee a desired security level permanently. But an ongoing development of IT security know-how is a necessary prerequisite. 36 of 80 participants (45.0%) have such a division or department. We assumed that these institutions use more security measures than institutions without an IT security division.
We found that the institutions with an IT security management use average 45.5% of our mentioned security measures. Institutions without such an IT security department use only 32.0%. An extremely strong correlation was found between the presence of IT security management and organizational measures (see figure 4) . The bigger an institution is the more it applies WLAN security measures.
Large enterprises and federal authorities have normally one or more IT departments and therefore a higher number of IT experts compared to smaller institutions. That's why we assumed that the more know-how in the field of IT security is reflected in the number of used WLAN security measures. Figure 5 shows that the above expressed assumption cannot be verified. The degree of familiarity of WLAN security measures is the highest in large enterprise (73.1%) but this not considerably more than in smaller institutions (72.4%). On the other hand, if we consider the frequency of use we found the small institutions leading the list. size and the use of security measures. We can identify measures which are more often used in large institutions as well as measures which are more often used by small and micro institutions. 
Conclusion
Our investigation allowed us to derive detailed statements concerning the degree of familiarity and frequency of use and the main reasons for non-use of WLAN security measures in German enterprises and federal authorities. The basis was a directory, developed by us, which consists of 53 WLAN specific security measures. We could also derive correlations between the use of these measures and institutional characteristics.
However, we must consider critically, that: a) the basis for our investigation, the questioned participants, was not a random sample, so we cannot make general statements. b) we have not considered the difference in effectiveness of the several security measures. Our statements are solely based on the number of security measures that the participants have used.
But this investigation can be seen as a starting point for future research. In the next step we plan to do cluster analysis in order to identify typical measurement clusters for the protection of WLAN infrastructure. Another interesting field of investigation is to compare the actual results with the findings of our study from 2006 to identify changes in using WLAN security measure in German enterprises and federal authorities. We plan further, comparable surveys. Also a European-wide investigation is conceivable. Regular repetitions would allow us to identify trends in the WLAN security. Another interesting field of investigation is to develop our measure directory further. In particular, the evaluation of the quality or effectiveness of the several security measures is of great importance. This would enable us to assess WLAN security even better.
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